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SYSTEM AND METHOD OF ROBUST FAULT DETECTION FOR A 
VEHICLE STEER-BY-WIRE SYSTEM 

BACKGROUND OF THE INVENTION 
[0001] The present invention relates generally to a fault detection system and 

method for steer-by-wire systems and more particularly relates to robust model- 
based fault detection system and method for steer-by-wire systems. 
[0002] Steer-by-wire systems replace the mechanical linkage between a steering 
wheel and road wheels of a vehicle with electrical connections based on electrical 
actuation system including electric motor actuators, motor drivers, sensors, 
microprocessors, and other electrical and mechanical components. This allows the 
vehicle road wheels and steering wheel to be controlled by using electrical signals 
based on the electrical actuation motion system. 

[0003] Due to the criticality of steering functionality, it is important for steer-by-wire 
system to provide fault detection function such that safe operation of vehicle can be 
maintained for possible faults which may occur in any component of a steer-by-wire 
system including sensors, actuators, and other electro-mechanical components. For 
instance, the fault should be detected and isolated to maintain the nominal direction 
control for the vehicle when a bias of the road wheel angle sensor occurs during 
normal operation of the steer-by-wire system. 

[0004] Redundancy is needed to detect faults of systems and components. 
Redundancy is used to make consistency checks between related variables. A 
common redundancy for some components is hardware redundancy by using extra 
hardware. For example, a sensor is duplicated or triplicated and fault decision can 
be made to compare signal levels of sensors. For safe operation of the steer-by- 
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wire control system, hardware redundancy being reliable and high performance for 

critical components should be implemented. However, redundancy is limited by 

weight, package, extra cost, space, consuming, and similar installation environment 

for the hardware. 

BRIEF SUMMARY OF THE INVENTION 
[0005] Instead of hardware redundancy, analytical redundancy can be applied in 

the steer-by-wire system to replace extra hardware based on the mathematical 

relationships between the controlled system variables. Model-based fault detection 

utilizes analytical redundancy, rather than traditional physical extra hardware, 

providing reduced cost and increased reliability. Analytical redundancy solutions 

may be better able to meet the automotive industry's need for low cost and 

lightweight applications. Thus, it offers many benefits as a valuable technique for 

fault detection in safety critical steer-by-wire systems. 

[0006] It is an aspect of the present invention to provide analytical redundancy 
technology for a vehicle steer-by-wire system. The model-based fault detection 
according to analytical redundancy technology detects fault occurrence in sensors, 
actuators, and the steer-by-wire controlled plant with electro-mechanical 
components. 

[0007] In this embodiment, the analytical redundancy technology detects faults by 
utilizing the inherent dynamic relationships between inputs and outputs of a steer-by- 
wire system. The model-based fault detection in the framework of analytical 
redundancy uses a mathematical model of the steer-by-wire system, and 
implements a consistency check between the model variables and observed 
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variables of the actual steer-by-wire system to infer if fault occurs and which 

components fail. This task is implemented by using a residual signal generator to 

derive a series residual signal. Faults may then be detected if the residual signal 

exceeds a given threshold when faults occur in the sensors, actuators, and 

controlled steer-by-wire system. 

[0008] In this embodiment, the present invention includes a system and method to 
provide a model-based fault detection using a residual signal generator for a vehicle 
steer-by-wire system. The fault detection system receives the sensed road wheel 
angles, steering wheel angle signals, controller command signals, vehicle speed 
signals and other vehicle signals. Signals are processed by the residual generator 
based on knowledge of the normal behavior of the system to generate residual 
signals. Residual signals are examined for the likelihood of faults, and a decision 
rule is then applied to determine if any faults have occurred. 
[0009] In this embodiment, a series residuals may be generated which each 
residual indicates a different fault to achieve fault isolation. 

[0010] It is another aspect of the present invention to provide a robust model-based 
fault detection system for a vehicle steer-by-wire system under the influence of 
system uncertainty and nonlinearity. 

[0011] In this embodiment, steer-by-wire system dynamics change with road 
conditions, vehicle loads, road-tire friction, electric motor-based actuator and 
assembly dynamics, vehicle dynamics and external circumstances. Notably, system 
gain changes with vehicle speed. The steer-by-wire system is a nonlinear system 
with severe uncertainties. The modeling errors are also an important issue to cause 
uncertainty of model-based fault detection. The uncertainty and nonlinearity of the 
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steer-by-wire system are the main sources of inaccuracy in the steer-by-wire model. 

In this embodiment, model-based fault detection methods rely on a mathematical 

model of the steer-by-wire system to produce redundant information for fault 

detection. Thus, these uncertainties and nonlinear characteristics in steer-by-wire 

control systems increase the difficulty of fault detection resulting in increased false 

alarm rates and detection delays. 

[0012] In this embodiment, the present invention provides an effective and reliable 
fault detection system which is robust with respect to model uncertainty and 
sensitive to faults. It is considered as a robust fault detection system because of its 
robust-sensitivity property. The model-based fault detection used in a steer-by-wire 
system takes into consideration model uncertainties and non-linear characteristics in 
order to avoid excessive false alarms. 

[0013] It is another aspect of the present invention to provide a method of 
implementing a robust model-based steer-by-wire fault detection. To overcome the 
effects of model uncertainties and non-linear characteristics, a robust fault detection 

method using the proposed robust gain scheduling fault detector is introduced 
to detect fault occurrence in sensors, actuators and the controlled steer-by-wire plant 

itself. The H°° estimation strategy in this robust fault detection method considers 

the system uncertainties, disturbances and noise signals which are not completely 

known for the steer-by-wire systems. Thus, the effect of uncertainties on fault 

detection is reduced and robustness with respect to model uncertainty is improved. 

A gain scheduling strategy in this robust fault detection method may detect fault 

occurrence in systems whose dynamics change with operating conditions enabling 

nonlinear fault detection for the steer-by-wire system. 
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[0014] In carrying out the above aspects of the present invention, one embodiment 
provides a steer-by-wire model-based fault detector based on an uncertain system 
model and the relationship between the plant dynamics and operating conditions. 

The robust gain scheduling fault detector takes into consideration the effect of 
uncertainties and nonlinearities in the steer-by-wire system to describe the various 
types of fault occurrence in the sensors, actuators and steer-by-wire controlled plant. 
[0015] Other aspects and advantages of the present invention will become 
apparent upon reading the following detailed description and appended claims, and 
upon reference to the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 
[0016] Figure 1 is a schematic diagram of the steer-by-wire system with the model- 
based fault detection unit (FDU) in accordance with one embodiment of the present 
invention; 

[0017] Figure 2 is a block diagram of the model-based steer-by-wire system fault 
detection unit shown in Figure 1; and 

[0018] Figure 3 is a flow chart of one method of fault detection for the steer-by-wire 
system in Figure 1 . 

DETAILED DESCRIPTION OF THE INVENTION 
[0019] Figure 1 illustrates a schematic diagram of the steer-by-wire system 10 with 

a model-based fault detection unit in accordance with one embodiment of the 
present invention. The steer-by-wire system 10 is comprised of road wheel 
actuation system 11 and steering wheel force feedback system 12. The steer-by- 
wire system 10 further includes as steer-by-wire fault detection unit 13 and a steer- 
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by-wire controller unit 14 both in electrical communication with systems 11 and 12 

for fault detection, respectively. The fault detection unit 13 includes a road wheel 

fault detection unit 15 and a steering wheel fault detection unit 16 in electrical 

communication with the unit 15. The steer-by-wire controller unit 14 includes road 

wheel controller 26 and steering wheel controller 38 in electrical communication with 

controller 26. 

[0020] The road wheel actuation system 1 1 includes road wheel fault detection unit 
15 and road wheel controller 26 in electrical communication with the road wheel fault 
detection unit 15. The road wheel actuation system 11 further includes road wheels 
17 and 18, a road wheel motor actuator 20 and its amplifier 22 in communication 
with controller 26, a sensor 23 measuring road wheel angle, and an actuator 
mechanism 24 to connect the actuator and two road wheels. The reference input to 
the road wheel actuation feedback controller 26 comes from a steering wheel angle 
(SWA) signal in the steering wheel force feedback system 12. The road wheel angle 
(RWA) and road wheel torque (RWT) signals of the road wheel actuation feedback 
controller 26 are fed to the steering wheel force feedback system 1 2. 
[0021] The steering wheel force feedback system 12 is a motor actuator-based 
control system which provides a reference input angle to the road wheel system 1 1 
and steering feel for the vehicle operator simultaneously. Steering wheel force 
feedback system 12 includes steering wheel fault detection unit 16 and steering 
wheel controller 38 in communication with steering wheel fault detection unit 16. 
System 12 further includes a steering wheel 30, a motor actuator 32 and its amplifier 
33 in communication with controller 38, an actuator mechanism 34 to connect the 
actuator and steering wheel and a sensor 35 measuring steering wheel angle. The 
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steering wheel force feedback controller 38 provides the control of the steering feel 
and other steering functions. The steering wheel controller 38 and road wheel 
controller 26 are integrated to implement steer-by-wire functions. 
[0022] Model-based fault detection unit 13 uses analytical redundancy in the steer- 
by-wire system 10. As mentioned, unit 13 includes the steering wheel system fault 
detection unit (SW FDU) 16 and road wheel control system fault detection unit (RW 
FDU) 15. The model-based steering wheel system fault detection unit 16 receives 
the sensed steering wheel angle signal, control command signal from steering wheel 
controller or the current signal from road wheel actuator amplifier and vehicle speed 
signal. Fault detection unit 16 provides the information to determine fault 
occurrence in steering wheel angle sensor, steering wheel actuator and steering 
wheel controlled plant. The model-based road wheel system fault detection unit 15 
receives the sensed road wheel angles, control command signal from the road 
wheel controller 26 or the current signal from road wheel actuator amplifier 22, and 
vehicle speed. This fault detection unit 15 provides the information to determine any 
fault occurrence in road wheel angle sensors 23, road wheel actuators 20 and the 
road wheel controlled plant. In this embodiment, the fault diagnosis units are 
implemented using an embedded system with software programming. 
[0023] Figure 2 illustrates a block diagram of the basic structure for the steer-by- 
wire system fault diagnosis unit 13 for either the road wheel actuation system FDU 
15 or the steering wheel force feedback system FDU 16. The inputs of the FDU 13 
include the control signals u{t) , actuator current signals i{t) (not show), sensed road 

wheel angle or steering wheel angle signals and vehicle dynamic signals such 

as vehicle speed v(t) (not show). The output of the FDU 13 is the residual signal 
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y(t). As shown, the FDU 13 is comprised of two main stages: residual generation 
and decision making. 

[0024] In the residual generation stage, outputs and inputs of the steer-by-wire 
control system are processed by a predetermined algorithm to generate a vector 
residual signal. The residual signals represent the difference between various 
functions of the observed sensor outputs and the expected values of these functions 
in the normal (no-fault) mode. In this embodiment, the residuals are non-zero when 
a fault occurs and near zero with no fault. Thus, residual generation is based on 
knowledge of the normal behavior of the steer-by-wire control system. The system 
to generate the residual is called a residual generator 40. 

[0025] In the decision-making stage, the residuals are examined for the likelihood 
of faults, and a decision rule is then applied to determine if any faults have occurred. 
A decision process may include a threshold test on the instantaneous values or 
moving averages of the residuals, or it may include methods of statistical decision 
theory. 

[0026] The residual signal y(t) generated by the model-based analytical 
redundancy methods normally takes the following form: 
[0027], y(t) = y(f,d,A,v) (1) 

[0028] where /is a class of faults, d is the external noise signal, A is the steer-by- 
wire system model uncertainty and v is the dependent variable resulting in gain 
changes of the vehicle dynamics. Thus, the residual signal y(t) , which represents 
the fault occurrence, is related with the external noise signals, system model 
uncertainty and gain changes of the vehicle dynamics. 
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[0029] With residual signal y{f) in (1), the fault detection problem can be described 
by 

[0030] y(t) < Md,A y v) ; no fault occurs, / = 0 . (2) 

[0031] y{t) > X(d, A,v) ; fault occurs, / * 0 . (3) 

[0032] where A(d,A,v) is a threshold depending on the external noise d, the model 
uncertainty A and the dependent variable v resulting in gain changes of the plant 
dynamics. 

[0033] An effective and reliable fault detection method for generating a residual 
signal y(t) is desired to be robust with respect to the model uncertainty, external 
noise and gain change of the controlled plant, and is sensitive to faults. This 
invention describes a robust fault detection strategy using the proposed robust gain 

scheduling //°° fault detector as a residual signal generator to satisfy such 
requirement. 

[0034] The following state-space equations gives the description for the controlled 
road wheel actuation system or controlled steering wheel force feedback system of 
the steer-by-wire system without faults: 

[0035] x = (A(y) + AA(v))x + (JJ,(v) + AB,(v))d + B 2 (v)u (4a) 

[0036] y = ( C 2< v ) + AC i^)) x + (Ai(v) + *D 2l (v))d (4b) 

[0037] z = C l (v)x (4c) 

[0038] where xeR n is the state variable, y<aR p is the measured output, zei? 9 is 

a linear combination of the state variables to be detected, d e R m is the disturbance, 
u is the control input, ^(v), ^(v), C,(v), C 2 (v),and D 2l (v) are matrices of the 
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appropriate dimensions that describe the nominal system, A^(v), A#,(v), AC 2 (v) 

and AD 2J (v) represent the parameter uncertainties, and v represents vehicle speed. 

It is a description for the steer-by-wire system with non-linearity and uncertainty. 

The equation is linear at each nominal vehicle speed, v = v 0 . 

[0039] Equation (4) describes the dynamic characteristics of the road wheel 
actuation system or steering wheel force feedback system under the influence of 
external noise, system model uncertainty and the vehicle dynamic variable. It is a 
nominal controlled system model in the form of state space description with no 
faults. When the faults occur, the model will change to describe the controlled 
system with fault. The model change with the occurrence of a fault, fault mode 
description, will be described later. This invention describes a robust fault detection 

strategy using the proposed robust gain scheduling J/ 00 fault detector as a residual 
signal generator to satisfy such requirement. 

[0040] To detect the fault, a robust gain scheduling H*° fault detector is 

implemented as a residual generator to generate residual signal. The H™ fault 

detector is implemented based on tf 00 estimation strategy. For the nonlinear 
uncertain steer-by-wire system described in (4), it is desired to find an internally 
stable residual generator which will produce the best estimation zof z based on the 
measured output y and control command signal u, z = C,(v)jc, such that for any 
given y > 0 

[0041] fjH4z<r < 5 ) 
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[0042] where j| || represents the norm, and e is the estimation error between the 
detected variable z and its estimation z : 

[0043] e = z-z = C i (v)x-z (6) 

[0044] Equation (5) is a H 00 norm criterion. If this criterion is satisfied, the 
estimation error will be less than a desired value and the estimated variable value 
will be close to the actual variable value. 

[0045] The resultant robust gain scheduling H 00 fault detector to generate residual 
signals is given by 

[0046] k = A(v)x + B 2 (v)u + F(v)(y - C 2 (v)x) (7a) 

[0047] z = C { (v)x (7b) 

[0048] The gain F(v) may be scheduled as a function of vehicle speed. F(v) can 
be obtained by solving a Riccati equation as known under each nominal operating 
condition v = v 0 . To provide additional background information on the state 

estimation using /J 00 estimation strategy, a paper titled "A Robust H 00 Estimator 
Design Method for Linear Uncertainty System Proceedings of the 1994 American 
control conference, June 29 - July 1, 1994, by Yao Y.X., M. Darouach and J. 
Schaefers, is incorporated herein by reference. 

[0049] Based on (7), the general residual signal of robust gain scheduling 7/ 00 fault 
detector is expressed by: 

[0050] y = z-z = z-C x (v)x (8) 

[0051] This residual signal of the fault generator is the difference between the 

output signal z = C { (v)x of the robust gain scheduling fault detector and the real 
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measurement signal z. Since the nonlinearity and uncertainty characteristics have 

been considered in the design process of the robust gain scheduling 7/ 00 fault 
detector, the resultant residual is robust with respect to the model uncertainty, 
external noise and dynamic gain change, and is sensitive to faults occurrence in the 
controlled system, sensors, and actuators. When a fault occurs in the actual steer- 
by-wire system, the state-space model (4) describing the actual steer-by-wire 

system will change. On the other hand, the model of the robust gain scheduling 
fault detector based on the nominal system with no fault will not be changed. Thus, 

the residual signal of the robust gain scheduling 7/ 00 fault detector (7) and (8) will 
change because the actual variable z changes. When the residual signal value 
exceeds a threshold, the fault information will be given. 

[0052] Faults may occur in the sensors of road wheel angle and steering wheel 
angle, actuators of the road wheel actuation system and steering wheel force 
feedback system, or the controlled steering wheel force feedback system and road 
wheel actuation system themselves. The above-mentioned robust gain scheduling 

H°° fault detector can be used to detect such faults. The following gives further 

description of how to determine these faults using the robust gain scheduling //°° 
fault detector (7) and (8) based on controlled system model (4) in the presence of a 
fault occurred in sensors, actuators, and controlled systems themselves. 
[0053] For sensor fault, assume that a sensor fault occurred in the system 
represented by (4). The fault is modeled by an additional term added to (4): 
[0054] x = (A(v) + AA(v))x + (5,(v) + Afl,(v))d + B 2 (y)u (9a) 

[0055] y = (C * (v) + AC 2( V )) X + (A,(v) + AD 2X {v))d + f s (gb) 
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[0056] where f s is a sensor fault event vector. In the absence of a fault, f s is 
equal to zero. 

[0057] In the actual steer-by-wire control system, faults occurrence in the steering 
wheel angle sensor or road wheel angle sensor will cause a false control action for 
the steering wheel or road wheel control system. The false control action will cause 
further undesired changes in the dynamics of the controlled system (4). The state- 
space equation (9) gives the general description for the sensor faults such as sensor 
lock, sensor constant gain linear change, and sensor constant gain bias. 
[0058] The detected variable in (8) becomes y to replace z. The state variable 
estimation for variable z becomes an output variable estimation for output variable in 
(4). Define the residual signal (without faults) as 

[0059] r^y-y 00) 

[0060] then when a fault occurs 

[0061] r = y-y+f s (11) 

[0062] The residual signal y in (10) is near zero without a fault when the sensor 
fault vector f s in (9b) is equal to zero. When a fault occurs and f s in (9b) is non- 
zero, the residual signal y will include an effect of the sensor fault f s . 

[0063] For actuator fault, assume that an actuator fault occurred in the system 
represented by (4). The fault can be modeled by an additional term added to (4): 
[0064] x = (A(v) + AA{v))x + (B x (y) + AB } (v))d + B 2 (v)u + f. (12a) 

[0065] y = (C 2 (v) + AC 2 (v))x + (D 2l (v) + AD 2l (v))d (12b) 

[0066] where f i is an actuator fault event vector. In the absence of a fault, f. is 

equal to zero. 
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[0067] In the actual steer-by-wire control system, fault occurrence in the actuator of 

the steering wheel system or road wheel system will affect dynamics of the 

controlled system in (4). The state-space equation (12) gives the general 

description for actuator faults such as actuator lock, actuator constant gain linear 

change, and actuator constant gain bias. 

[0068] Define the residual signal (without faults) in (8) as 

[0069] y = (z-z) (13) 

[0070] then when a fault occurs 

[0071] y = z-z + z. (14) 

[0072] where is the effect of an actuator fault event vector f. . The residua! 
signal y in (14) is close to zero without fault when the actuator fault vector f t in 
(12a) is equal to zero. When a fault occurs and /, in (12a) is not equal to zero, the 
residual signal y will include an effect from the fault f. . 

[0073] For system fault, assume the occurrence of the ith state in the system 
represented by (4). The fault can be modeled as: 

[0074] x = (A(v) + AA{v))(x + Aft + (5,(v) + AB t (v))d + B 2 (v)u 

= (A(v) + AA{v))x + (5, (v) + ABj (v))d + B 2 (v)u + (A(v) + zL4(v))A£ (1 5a) 

[0075] y - (C 2 (v) + JC 2 (v))x + (Z) ?1 (v) + ^ 2 t(v)V (15b) 

[0076] where bf t is ith state fault event vector. In the absence of a fault, Af. is 
equal to zero. 

[0077] In the actual steer-by-wire control system, fault occurrence in the controlled 
steering wheel system and controlled road wheel system will affect dynamics of the 
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controlled system in (4). The state-space equation (15) gives the general 

description for controlled system faults. 

[0078] Define the residual signal (without faults) as 

[0079] y = (z-z) (16) 

[0080] then when a fault occurs 

[0081] y = z-z + z s (17) 

[0082] where z s \$ the effect of the controlled system fault event vector Af ( . The 
residual signal y in (17) is close to zero without a fault when the state fault vector 
Af t in (15a) is equal to zero. When a fault occurs and Af t in (15a) is not equal to 
zero, the residual signal y will include an effect of the fault tsf. . 
[0083] In one embodiment, the residual y includes the effects of model 
uncertainties, system dynamic gain changes, noise and faults. These effects have 

been considered in the design of the robust gain scheduling //°° fault detector to 
generate residual signal. As a result, sensor fault vector f s , actuator fault vector f. 

and the controlled system fault vector Af. will be dominant in the residual signal. 

Thus, the actual fault can be detected under the influence of the effects of model 
uncertainties, noise and system dynamic gain change. 

[0084] Figure 3 is a flow chart depicting one method 1 10 of fault detection for the 
vehicle steer-by-wire system mentioned above. The method 1 1 0 provides a model- 
based fault detection method according to analytical redundancy technology to 
detect faults occurrence in sensors, actuators, and other electro-mechanical 
components in the steer-by-wire controlled plant. As shown, method 110 includes 
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providing a steer-by-wire controlled plant with wheel angle measured output in box 

111. Method 110 further includes steer-by-wire controller for generating a road 
wheel control command signal and a steering wheel control command signal in box 

112. The steer-by-wire controlled plant may be a road wheel actuation system or a 
steering wheel force feedback system. The steer-by-wire controller may be a 
controller in a road wheel actuation system or a controller in a steering wheel force 
feedback system. 

[0085] Method 110 further includes modeling the steer-by-wire controlled plant 
under the influence of uncertainty, disturbance and vehicle speed in box 1 14 as 

x = (A(v) + AA{v))x + (B { (v) + &B { (v))d + B 2 (v)u 
y = (C 2 (v) + AC 2 (v))x + (Ai(v) + AD 2l (v))d 
z = Q(v)x, 

where xeR" is a state variable, y e R p is a measured output, z e R q is a linear 

combination of state variables to be detected, d e R m is a disturbance, u is a control 
input, A(v), 5,(v), C,(v), C 2 (v),£> 12 (v)and D 2l (v) are matrices of dimensions to 
describe a nominal system, &4(v), Afl,(v), AC 2 (v) and AD 21 (v) represent parameter 
uncertainties, and v represents vehicle speed. 

[0086] As shown, method 110 further includes providing a fault detection unit in 
electrical communication with the controller. The fault detection unit is implemented 
by using the model-based fault detection technology to implement a consistency 
check between the model variables and observed variables of the actual steer-by- 
wire system to infer any faults which may occur and components which fail during 
such fault. To implement this task, the output signals and input signals of steer-by- 
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wire controlled plant are sensed and received by the fault detection unit in box 116. 

These signals include road wheel angles, steering wheel angle signals, controller 

command signals, vehicle speed signal and possible other vehicle signals. 

[0087] Based on the input and output signals, the fault detection unit is 

implemented by using a model-based residual signal generator in box 120 to derive 

a series residual signal in box 122. Signals are processed by the residual generator 

based on knowledge of the normal behavior of the system to generate residual 

signals. Residual signals are examined for the likelihood of faults, and a decision 

rule is then applied to determine if any faults have occurred in box 124. Fault is 

determined if the residual signal exceeds a given threshold when faults occur in the 

sensor, actuator, and controlled steer-by-wire system. 

[0088] The box 120 in method 110 may be a robust gain scheduling H 00 fault 
detector to generate residual signals as follows: 

£ - A(v)x + B 2 (v)u + F(v)(y - C 2 (v)x) 
z = C x (y)x, 

where gain of F(v) is scheduled as a function of vehicle speed and z = C,(v)x is an 
estimation of the linear combination z of state variables to be detected. 

[0089] Furthermore, the box 120 in method 110 includes generating a residual 
signal being expressed by: 

r = z-z = (z-C ] (v)x), 
wherein the residual signal is the difference between the estimation of the linear 
combination of the estimator-based residual generator z = C { {v)x and the real 
measurement signal z in box 1 22. 
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[0090] Furthermore, the robust gain scheduling H°° fault detector in method 110 
detects the faults occurred in the sensor, actuator, and controlled steer-by-wire 
controlled plant. This invention gives the description of fault detection using the 
faulted system models and generated residual signals from the robust gain 

scheduling H°° fault detector. 

[0091] In one embodiment, the sensor fault is described in the steer-by-wire 
controlled plant model as follows: 

x = (A(v) + AA(y))x + (5,(v) + A5, (y))d + B 2 (y)u 
y - (C 2 (v) + AC 2 (v))x + (JD 21 (v) + AD 2l (v))d + f s 

where f s is a sensor fault event vector. In the absence of a fault, f s is equal to 

zero. 

[0092] The residua] signai is expressed by 

r = y-y+f s 

wherein the residual signal is the difference between the estimation of the measured 

output of the robust gain scheduling H 00 fault detector and the real measurement of 
the measured output. 

[0093] In another embodiment, the actuator fault is described in the steer-by-wire 
controlled plant model as follows: 

x = (A(v) + AA{y))x + (B x (v) + AS, {v))d + B 2 (v)u + / f 

y = (C 2 (v)+JC 2 (v)>+(A 1 (v)+^,(v))rf 

where is an actuator fault event vector. In the absence of a fault, f t is equal to 
zero. 
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[0094] The residual signal is expressed by: 

Y = z-z + z. 

where z. is the effect of an actuator fault event vector f t . 

[0095] In another embodiment, the controlled system fault is described in the 
steer-by-wire controlled plant model as follows: 

x = (A(v) + M{v)){x + Af,) + (Bi (v) + Afi, (v))rf + B 2 (v)u 

= (4(v) + ^(v))* + (5, (v) + AB l (y))d + 5 2 (v)u + (^(v) + ^(v))Z^ 

y = (C 2 (v) + JC 2 (v))x + (Z> 21 (v) + ^AiMV 

where bf. is /th state fault event vector. 

[0096] The residual signal is expressed by: 

Y = z - z + f s 

[0097] where z s is the effect of the controlled system fault event vector tsf. . 

[0098] In one embodiment, residual signals are examined for the likelihood of faults 
and fault is determined if the residual signal exceeds a given threshold when the 
fault occurs in the sensor, actuator, and controlled steer-by-wire system. The 
residual signal y is near zero without a fault when the fault vector f s , actuator fault 

event vector f n and controlled system fault event vector Af t are equal to zero. 

When a fault occurs and above-mentioned fault vectors are non-zero, the residual 
signal y will include an effect of fault. 

[0099] While the present invention has been described in terms of preferred 
embodiments, it will be understood, of course, that the invention is not limited thereto 
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since modifications may be made to those skilled in the art, particularly in light of the 
foregoing teachings. 
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